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Overview: What and why

Usage

a. How to operate the system
Most of this is off topic for you at Mu2E

b. Changing the default channel
Adding new content
Security

More features
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1. Overview: Digital Signage

In the Real World

p—

Digital signage [...] dynamically

delivers information, including live
and on-demand video, graphics,
animations, text, and other Web
content, on a high-quality display to
a targeted audience at a targeted
time.
Widespread e T e <. oo
— Fast Food menus ' Flight information
— Koh''s kiosks o |\ | e s
— Airports :




Fermilab’s Dynamic Displays System

The Fermilab Dynamic Displays system is a
digital signage solution that is tailored to work
well in our Remote Operations Centers (ROCs),
and elsewhere, at the lab.

It is @ means for showing, and controlling, digital
content on high-definition displays around the
lab.
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From https://dynamicdisplays.fnal.gov/about.php:

This system allows ordinary people to perform the following
operations:

— Changing the visible content on a display(s) at any time.

« Asimple GUI, the ChannelSelector, is provided at each location so the untrained user can change the
content.

— Creating content that can be shown on any display.
*  Web pages of all sorts; note especially that it can show YouTube videos.

— Adding images to slide shows that can be shown on any display through the
Experiment Portfolios.
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https://dynamicdisplays.fnal.gov/about.php

Dynamic Displays: Main Features

Any display can show any channel

Anyone can change the channel at any time

Anyone can create and add new channels

Content = Channel = Web Page (URL)

2& Fermilab



Dynamic Displays: Main Features

« Any display can show any channel
— Only one display at Mu2E, so this is not particularly relevant

« Anyone can change the channel at any time
— You need a Channel Selector

« Anyone can create and add new channels
— Security considerations

e Content = Channel = Web Page (URL)
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Glossary

* Display: PC-backed monitor
« Channel: Content shown on a display

« Channel Selector: GUI that allows you to change the
channel
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Dynamic Displays Use Case concepts

* Inexpensive
« Show pretty and/or useful information in the ROCs
« Allow docents to change the channel on the displays in the ROCs

 Provide low-barrier content creation
 Uptime > 99%

* Prevent inappropriate content

2& Fermilab



Dynamic Displays Use Case concepts

Inexpensive
— No licensing fees
— Commodity hardware

« Show pretty and/or useful information in the ROCs
— Lots of photographs
— YouTube videos
« Allow docents to change the channel on the displays in the ROCs
— The Channel Selector GUI
— Messaging system from the GUI to a Display
« Provide low-barrier content creation
— All content is web pages
 Uptime > 99%
— Lot of log files and status information is recorded, locally and in the database
* Prevent inappropriate content

—  Only approved channels can be shown

2& Fermilab
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Dynamic Displays Use Case concepts

* Inexpensive
— No licensing fees Greg, 11/25/2020:

— Commodity hardware
y “‘Note that we are not really

e howrprethondlorvsetul informatiopnthe =00 interested in having pictures

—+tots-ofphotegraphs displayed on this display
—YouTube-videos because it would distract from
+ Allew-docents-to-change-the-channel-on-the-displays|  showing the schedule, which is
The Channel Selector GU what we need to show all the
Messaging system from the- GUHo-a Display time. This isn’t a public display,

) ) ) so it doesn’t need to be pretty.
 Provide low-barrier content creation pretty

— All content is web pages

 Uptime > 99%

— Lot of log files and status information is recorded, locally and in the database

« No inappropriate content (!)
—  Only approved channels can be shown

2& Fermilab
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Dynamic Displays System: Components

e Displays: Commodity HDTV and 4kTV

— Driven by commodity computers
Scientific Linux Fermilab (SLF) 7.x or CentOS 8.x
FireFox web browser
Custom Java client software

« Channel Selector
— In ROC-W, ROC-E and MINOS, running W10
— Custom Java software

« Backend MySQL database J
— Hosted by MariaDB servers in CCD MariaDB

« Messaging server
— Custom Java software, hosted on virtual Linux PC in CCD
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Questions?
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2. How to use the
Dynamic Display
system

1. Overview: What and why
2. Usage
a. How to operate the system
b. Changing the default channel
3. Adding new content
4. Security
5. More features

2& Fermilab
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How others use the Dynamic Display System

« The Channel Selector

« The Experiments Portfolio

« Adding content

2& Fermilab
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How MuZ2E will use Dynamic Displays

17

+The Channel Selector

I . ol

Changing the default channel on a
display

Adding content

Greg, 11/25/2020:

“‘Note that we are not really
interested in having pictures

displayed on this display

because it would distract from
showing the schedule, which is
what we need to show all the
time. This isn’t a public display,
so it doesn’t need to be pretty. ©

2& Fermilab



The Channel Selector (abbreviated)

« An application that
allows you to change -
the channel on any
display

— Note: A channel can be a
list of channels

Fermilab Pictures LBNF Pictures

MINERYA Pictures MicroBooNE Pictures

Minos Pictures Mu2e Pictures

NOvA Pictures NuMI Pictures

SeaQuest Pictures g - 2 Pictures

« Can be run
— Full-screen: touch panel
— In a window on your PC

2& Fermilab
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The Channel Selector (abbreviated)

¢« See
dynamicdisplays.fnal.gov/aboutSelector.php

The Channel Selector is a Java GUI that gives ordinary users the ability to change the channels on any of the displays in their location. The three main locations
for the Dynamic Displays system, the ROC-West, the ROC-East, and the MINOS surface building, have a dedicated, touch-screen PC for changing the channel on
any of their displays. Every other location has a Channel Selector installed somewhere.

Here is the where the Channel Selectors are at some of the locations:

ROC-West: At the entrance -- a dedicated touch-screen PC

.
= ROC-Eest: To the right of the entrance, at the end of the fourth console desk -- a dedicated touch-screen PC
= MINOS: At the display near the roll-up door -- a dedicated touch-screen PC
= WH12: On the same screen as the left display at the elevators: Use ALT+TAB on the keyboard to find it suz s —
= MCR:* On the Crew Chief's Windows PC e — T
= WH2E:* On E. Gottschalks's PC p— — —
= WHS8:* On N. Weidman's PC —
The Channel Selector
GUI

* Run the Windows "Batch" script called "runSelector.bat"

To gain the authority to run a channel selector on a new computer, it is necessary to jump through a few security hoops. These obstacles are delineated in the
documents stored here. Contact Elliott McCrory for assistance.

Some special features of the Channel Selector are:

= Creating, saving, restoring, and manipulating lists of channels

= The Super Button - allowing the save/recall of channels for all the displays in a lecation

= The Docent Tab for allowing quick and easy access to common content for tour groups

= The Simplified Display tab, which lists the most common content that is shown on a given display

More on these features, and how to use them, someday. Ask McCrory for specific instructions.

Dynamic Displays Home | About | List of Displays (Status 3 4) | List of Channeis | Experiment Porfoso {List) | Login

rmilab

Retum to Fermilab Home Page
2020 Fermi Research Allzng  Gffice of Science / U.S. Depanment of Energy
Securiy. privacy, legal
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The Experiments Portfolio (abbreviated)

* An important add-on to Dynamic Displays
 Asimple, effective way to show photographs

* There are dozens of different “experiments”
— This would be better called “categories”

2& Fermilab
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The existing "Experiments"

Accelerators

- ANNIE ArgoNeuT CHIPS
{15 images | 360 l:ln-.-l_-. total duration) (27 | 648) % (8 | 192) X (26 | 624} X
CMS CMSSketchUp COVID19 DES
{55 ] 1320) X (43 | 1032} X (3] 73X (15 | 360} X
DUNE-LBNF DUNE_ Faces FAST Fermilab
(25 | 600} X {172 | 4128) X (B3 | 2040) X {77 ] 1848) X
FermilabV GinoBolla gMinus?2 HarryPPT
£33 | 793} X (11 | 264) X (27 | 648} X (13| 313} X
Hawking Homework ICARUS IcarusTrip
id | 96) X (3|72 % (1B | 432} X (12 | 2BB} X
LArIAT LArTAT_2016 Lederman Lee
(40 | 60} X (57 | 1368} X (14 | 336} X (4| 96) X
Linac Welcome Linac Welcome .
V01 V02 Matteo_Renzi SCRL
(30 | 720} X [35 | B4AO) X
MCR2 MI 20 MICE MicroBooNE
(24 | 576} X [32 | 768) X (7| 168) X [61 | 1464) X
MINERVA MINERVA MiniBooNE MINOS
{17 | 408} X Celebration (3]72) % (22 | 528) X
[41 | 984) %
MINOS_Celebration Mu2E el None
{80 | 1920) X [13 ] 312) % Vertical (1] 24) %
(19 | 456} X
NOwA NOwvA Publications NPC MNuMI
{36 | B64)} X (2]48) % (2| 48) % {14 | 336) X
pdf PhotoWalk2015 PIP-II PIP-II Ground
(317X (23| 552) % (14 | 336} X Breaklng
{90 | 2160) X
PPDO pt ProtoDUNE SBND
(102 | 2448} X (B | 182} X (2B | 672} X (10 | 456} X
SeaQuest select SimoneMarcocci SPW
[5]120) X {124 (2] 4B) X {73 ] 1752) X
uup
(11 | 264} X

All Portfolio Pictures (1656 images, total)




The Experiments Portfolio (abbreviated)

¢ See
dynamicdisplays.fnal.gov/infoPortfolios.php

Experiments Portfolios

In order to further simplify the process of adding content to the Dynamic Display systems, a very specific sort of content has been created to be part of the system:
The Experiment Portfolios. These portfolios consist of images and their captions.

See the items that are presently in the Experiment Portfolios
Change the captions on the images in the system

Add an image to the Experiment Portfolio

Find out more about Portfolio Experiments (alsc called "Categories”)

Dynamic Displays Home | About | List of Displays (Status 3 4) | List of Channels | Experiment Poatfiolic (List) | Login

Retum to Farmilsh Home P
© 2020 Fermi Rasearch Alliance - Office of Science / U.S. Department of Enargy
rity. privacy. legal

2& Fermilab
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Changing the channel at Mu2E

« Assume: channel changes are infrequent

« Then, you will change the default channel in the database
and reboot the display PC

— This takes about 5 minutes

2& Fermilab
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Questions?

2& Fermilab



How to change the
default channel on a
display

Each node receives initialization specs from the database

2& Fermilab



Changing the default content

« Since this is not a requested feature (yet), it is done only
through editing the database

o Edit
— table: Display
— field: Content

2& Fermilab
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The back-end MariaDB database

MariaDB MariaDB

From Wikipedia, the free encyclopedia
(Redirected from Mariadb)

MariaDB is a community-developed, commercially supported fork of the MySQL relational
database management system (RDBMS), intended to remain free and open-source software
under the GNU General Public License. Development is led by some of the original developers of
MySQL, who forked it due to concerns over its acquisition by Oracle Corporation in 2009.[]

27
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Display tables

Table DisplaySort

Table Display
Field Type Key [Description
Location char(255) Tfextual‘n:—:lme of the place this

The default content to show

Field Type Null |Key |Description
. . Internal database
DisplayID int(11) | NO key of the display
The location of this
LocationCode | int(11) | NO display, e.g., “ROC-
West”
DisplaySortID| int(11) | NO | pri ["ternal database

key

DisplayID int(11) | PRI |Internal database key

IPName char(100) The IP Name of the display
computer, e.g., displayO1.fnal.gov

ColorCode char(6) What is the color used for this
display

VirtualDisplayNumber | int(11) The display number used within a

location

28
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Default content for displays

29

Location DisplaylD | Content
ROC-W Dynamic Display 01 1 7
ROC-W Dynamic Display 02 2 56
ROC-W Dynamic Display 03 3 11
ROC-W Dynamic Display 04 4 2
ROC-W Dynamic Display 05 5 5
ROC-W Dynamic Display 06 6 35
ROC-W Dynamic Display 07 7 9
FESS-FSM Display 03 20 112
ROC East Display 05 47 79
AD Computer Room Left Display 49 -22
WH10W Elevators 98 254
Mu2E Entrance 99 -86

Positive: Plain channel
Negative: Channel list

2& Fermilab



Table Display database access

 https://dynamicdisplays.fnal.gov/displayEdit.php

Fermilab Dynamic Displays: Display Configuration

IIIIEHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Clear Sorted By: DispID ascending

BED 6 O |85 AD Computer Room Display 3 ad119629.fnal.gov -12 3 0 f2e012 1

H=&0 6 o |91 FTBF Display 1 ftbf-display-01.fnal.gov -63 1 0 804307 1

El=ED G O 94 Test Linux PC 2 in McCrory office ad130482.fnal.gov_IGNORE 8 1 1 ea4397 0

E=& o (SR =T MINOS Hall Display 2 dir-130620.fnal.gov 910 2 0 ffccee 0

=3 O o8 WH10W Elevators wh10w-display-01.fnal.gov 254 4 0 2020880 1

BED 6 O[99 MUZ2E Entrance ppd-136172.fnal.gov 3728 1 0 884397 0

[ Add | [ view | [ change |[ Copy | [Delete ] = || == |[Goto] " Page: 4 of 4 Records: 51
Jt :
3¢ Fermilab
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Table Display database access

Fermilab Dynamic Displays: Display

Configuration
Location |||Mu2E Entrance 8 |
IP Name | |ppd-136172.fnal.gov |
Dot
Content 3728
b
Disp#
Screen o |
Color
Simple
Browser
| Save || Apply || Cancl | 1 record changed

2& Fermilab
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Channel numbers?

 https://dynamicdisplays.fnal.gov/channelList.php

Show the lists of channels

Fermilab Dynamic Displays Channel List

1 ||Minos Pictures MINOS Experiment Portfolio dynamicdisplays /kenburns/portfolioDisplayChoice.php?e; o
2 |[MINERvA Pictures MINERvA Experiment Portfolio dynamicdisplays /kenburns/pertfolioDisplayChoice.php?exp=MINERVA 0
3 [[MicroBooNE Pictures MicroBooNE Experiment Portfolio dynamicdisplays /kenburns/partfolioDisplayChoice.php?exp=MicroBooNE 0
4 Mu2e Pictures MuZe Experiment Portfolio dynamicdisplays /kenburns/portfol layChoi hp?e: 1]
o ST CUV DT TS TID Balliel [0 SO Basis o | g
S 3728 [MuZE Work Spreadsheet of the work planned for MuZE - updated every 2 hours I v
| |
3720 I o
3723 0
3726 COVID 19 Info Banner to show basic COVID 19 information dynamicdisplays /kenburns/portfolioDisplayChoice.php?exp=COVID13&dwell=25000! 1 0&title=0 (1)
3728 Mu2E Work uSpreadsheet of the wark planned for Mu2E - updated every 2 hours " docs.google.com/spreadsheets/d/1jXx2sgwT_STHRKaBNh|_tyBgRcviMOBMSQstEBHUT7gU/edit?7ts=5f0ccBde#gid=0 (1)

Dynamic: Displays Home | About | List of Displays (Status 3 4} | List of Channels | Expariment Portiolio (List} | Login

32

Retum to Fermilsb Home Fage:
Aliiance ;- Offios of Soience / U S. Department of Energy
Securdy, privacy, legal

© 2020 Fermi Research
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If this Is something you will
want to do more frequently,
| can write a web page to
simplify this operation.

Even more frequently? We should install a Channel Selector PC

Questions?

2& Fermilab



3. Addin

1. Overview: What and why
2. Usage
a. How to operate the system
b. Changing the default channel
3. Adding new content
4. Security
5. More features

34

g new content
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Any web page works
as content

But some work better than others

2& Fermilab



Channel = URL

« All content in the system is web pages
— Simple web page
 https://www-bd.fnal.gov/cgi-mcr/radar.comfort.pl
* https://dynamicdisplays.fnal.gov/clock/five.html

. oli lide <l
— YouTube video
e https://www.youtube.com/embed/yAWQfKe6Jgw?autoplay=1&mute=1

* A channel can also be a list of URLS
— E.qg., intersperse two different relevant pages, add photos, web cams (?)

2& Fermilab
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https://www-bd.fnal.gov/cgi-mcr/radar.comfort.pl
https://dynamicdisplays.fnal.gov/clock/five.html
https://www.youtube.com/embed/yAwQfKe6Jgw?autoplay=1&mute=1

To be aware of ...

Do not web pages that require user input
— JNLP / Java Web Start
You cannot click on the dialog box asking if it is OK to run this program
— Tall pages
Scroll bars cannot be manipulated

— Amazon.com
And other pages that rely heavily on user input

Content that is behind a password wall cannot be shown

URLSs in Dynamic Displays database are limited to 255 characters

— Shorten with bit.ly, tinyurl.com, etc.

http:// content does not work very well!

2& Fermilab
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Adding a channel

 Done from a web page.:
https.//dynamicdisplays.fnal.gov/channelEdit.php

{} @& dynamicdisplays.fnal.gov/channelEdit.php e #% a # 9 v ’E s @ FEE' @)

Fermilab Dynamic Displays: Channel Configuration

Name | o]

Description || |
URL |I1l'tp:a'|".'nw.1‘nal.gw |
Dwell Time [0

Sound:1

http:2 D

AddedBy mccrory@fnal gov

OK?

| save || More | | Cancel |



https://dynamicdisplays.fnal.gov/channelEdit.php

An aside — the web pages for the system

& C {)} & dynamicdisplays.fnal.gov/index.php Q % a ¥ @ v 'ﬂ s @ £ = ‘

Fermilab Dynamic Displays

The Fermilab Dynamic Displays system is a Digital Signage solution that is tailored
to work well in our Operations Centers, and elsewhere, at the lab.

m‘ What is Digital Signage?
m‘ Which Digital Signage system is right for our area?
m‘ About the Fermilab Dynamic Displays system

m‘ |L|st the displays || Status of the displays NO Iogln Credentlals

List the channels (i.e., the content) in the system

Experlment - —
- Portfolios home page | Lock at all the Portfolio images
Portfolios | Peg " g |

Contact us

Dynamic Displays Home | About | List of Displays (Status 3 4) | List of Channels | Experiment Porifolio (List) | Login

[Return to Fermilab Home Page
2 2020 Fermi Res=sarch Alliancs :: Cifice of Science / ULS. Depariment of Ensrgy
Sacurity, privacy, legal

2& Fermilab
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Home pg with Services credentials received

& dynamicdisplays.fnal.gov/index.php Q # a = @ v ‘B s @

Fermilab Dynamic Displays

The Fermilzsb Dynamic Displays system is a Digital Signage solution that is tailored
to work well in our Oparations Centers, and elsewhere, at the |ab.

The choices here are
determined by your rights.
| am a full admin, so |
have all possible choices.

2& Fermilab
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Most links are In the footer:

Oynamic Displays Home | About | List of Displays (Edit) [Status 2 4) | List of Channels (Add) [YouTube: Video | Playlist) (Sort) (Edit) {Delete) | Experment Portfolio (List)
{Edit) (Captions} (Order) (Add) | Download | User mocrony

2& Fermilab
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Adding a channel

{} B dynamicdisplays.fnal.gov/channelEdit.php

Name | —#——+ A simple name for the channel
Description || »+ Along description
URL [ nttp: ivurwr.fnal.gov »+ The URL of the channel
Dwell Time |0 I >+ How often to refresh (Default: 2
Sound:1 o | hours)
http:2 0 — R
=+ Sound, http
AddedBy mccrory@fnal gov — _
=+ Your email
o>

=+ Approved? (Only avail to admins)

| Save || More | | Cancel |

2& Fermilab
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A channel can be a list of channels

* The user can create lists of channels
« Specification, for example:

Sequence Chan.# Channel Description Dwell Time
1 3389 Mu2E Schedule 10 min
2 4211 MuZ2E recent faults (fictional) |5 min
3 89 Video cam (fictional) 5 min
4 23 Wall Clock 1 min

* This list repeats indefinitely
3& Fermilab



Questions?

2& Fermilab



You can also add a YouTube video

* The system is well-suited for YouTube videos

A web page has been created to streamline adding a
YouTube video to the system

2& Fermilab
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youtube.com/watch?v=y8Kyi0WNg40

» »l o) 003/005

Dramatic Look
41,542,415 views * Jun 6, 2007

ic chipmonk

s 145K

§ 38K

# SHARE

= SAVE

atchfv=y&ky10WNg40

y8Ky10WNg40

2& Fermilab




Adding YouTube video

dynamicdisplays.fnal.gov/addYouTubeVideoChannel.php

a7

Fermilab Dynamic Displays: YouTube Video Addition

Add a YouTube video to the Channel database of the Dynamic Displays System

Name for video:

|Dramatic Chipmunk B

Description:

The original, 6-second "Dramatic Chipmunk” video

YouTube ID value:

yBKyi0WNg40
This is a 10-13 character bit of gobbledygook. like 'a1Y73sPHKxw'

Turn on Closed Captioning?

|| Closed Captioning?

This is not always accurate, so be aware.

Video length (seconds):

6000|

You are:

mcerory@fnal.gov

Submit
All figlds are required




4. Security In the
Dynamic Displays
system

1. Overview: What and why
2. Usage
a. How to operate the system
b. Changing the default channel
3. Adding new content
4. Security
5. More features

2& Fermilab
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Security mechanisms (overview)

 Messages that direct a display to
change are signed using DSA
— Public/private key

* Only channels in the database, and
approved, can be displayed
— And all Portfolio additions must be approved, too.
 The database is password-
protected, and it is not visible from
off-site.

2& Fermilab
49



Is this good enough?

* Yes
— Passed CD security review in 2015

» But we are probably not secure against an
evil genius

 The Computing Sector port scans have
uncovered some subtle problems, which
have been corrected.

50/55
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5. An Interesting Feature:
Emergency messages

1. Overview: What and why
2. Usage

a. How to operate the system
bCh ggthdflth nel
. Adding n
Secuny
More feat!

2& Fermilab



Emergency Message

« A properly-authorized user (e.g., The Office of

Communications) can send an emergency message to all
displays in the system.

 Here is atest | did back in January in the ROC-W.

This is a test of the Emergency Notification System
This is a test of the Emergency Notification System

Thes messrge came fom acinat128719-4131 225.96.201 at £ Jon 24 163823 CST 2020

2= Fermilab
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Emergency Notification System for Digital Displays

Headline: |This is a test of the Emergency Notification System |

Message: This is atest of the Emergency Motification System

Small Print: his iz atest of the Emergency Notification System This is a test of the Emergency Motification System This is a test of the
Emergency Maotification System This is a test of the Emergency Motification System This is a test of the Emergency Motification
System This is a test of the Emergency Maotification System

Remove the message after | EEIIiI seconds ( testing only )

Message type: © EMERGENCY | ©ALERT | © INFORMATION | ® TESTING

Number of displays that are likely to be affected: 12 (Wed Jan 29 17:01:40 CST 2020)

Send Test Message

Have initiated no emergency messages
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An EMERGENCY exists! - jExiste una EMERGENCIA!

Here is a message that would be printed in readable text on all of the displays

Here is a message that would be printed in small text on the display

3600

#® EMERGENCY | ©ALERT | © INFORMATION | © TESTING

Send Emergency Message | Remove Message




55

2= Fermilab

Managed by Fermi Research Alliance, LLC for the U.S. Department of Energy Office of Science

Thanks!

Do you want more?
| am offering a 7-session (7-10 hour) class in the New Year.
And | am usually available via email.



